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A Outdated Chrome version used by lIoT device )
Action

Severity Medium Status New Assignee Assign

Alert Events

O Alert Detected
19:00, December 19, 2020

(= DRXR14 [

IP: 10.203.64.22
Category: X-Ray Machine
Site: BMC OPC

The usage of an outdated Chrome version has been detected on this device. Using older versions of a
web browser can expose your device to security risks.

A deviation from the normal baseline was detected.

user agent Mozilla/5.0 (Windows NT
10.0; Win64; x64)
AppleWebKit/537.36 (KHTML,
like Gecko)
Chrome/68.0.3440.106
Safari/537.36

More Insights A

* Update the browser to the latest version

» If browser usage on the device is authorized and essential,
1ea a lIRI -filkearina tonl +0 hlack ~ronnectinne o known
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malicious websites or update firewall policy rules to permit
connections only to designated websites.
o Check network traffic coming to and from the device on the
device details page and enable trusted behavior by applying
an ACL (access control list) to restrict nonessential traffic.

Impacted Device

DRXR14 [

Risk Score 50

Category
Profile

Confidence Level
Confidence Score

Last Activity

Internet Access

X-Ray Machine
Carestream Mobile X-
Ray Machine

High

29 O

09:02 December 21,
2020

Last Activity: 04:31
December 20, 2020

IDENTITY

Vendor

Serial Number
OS Group

OS Version
OS / Firmware Version
OS Support
AE Title

MAC Address
IP Address
VLAN

Subnet

DHCP

Site
International Access
Countries

Listening Ports

Carestream
7291

Windows
Windows 10
10

Yes

DRXR14
00:0e:8e:79:cd:75
10.203.64.22
252
10.203.64.0/19
Yes

BMC OPC
No

80



Applications SECURITY

Risk Score

Protocols Internal Anomaly Detection

Connections Baseline Modeling

Anomaly Detection

First Seen

Last Activity
Payloads Internet

Current Behaviors @

Traffic Snapshot
18:00, December 13,2020 - 18:00, December 20, 2020

50

Normal - ®
9O

Normal - ®

13:54 June 26, 2020
09:02 December 21, 2020

Chart Type:

Q( Detail View



